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MTCNA modulo 7 1as

TAREA 1

* Mantén la configuracion del Lab7 en R1
* Crea las reglas necesarias para (serdn 4 regias):

» Aceptar el trafico INPUT y FORWARD de las conexiones establecidas y relacionadas

* Denegar el trafico INPUT y FORWARD de las conexiones invalidas

HHEVRU|ES|NAT Mangle Raw Service Pots  Connections

Address Lists  Layer7 Protocols

il Counters |
# [ [Action |Chain | Src. Address |Dst. Address |Proto... [Src. Port  [Dst. Port  [In. Inter...[Out. Int... [In
0 <+ accept forward
1 ¥ drop input
2 ¥ drop forward
Jitems

New Firewall Rule

General

Advanced Extra ActiormmZy

e )
Src. Address: - Apply
Dst. Address: | |+
| E
Src. Port: | | -
Dst. Port: | | -
Any. Port: | | -
In. Interface: | |~
Out. Interface: | |+ Reset All Counters
In. Interface List: | | -
Out. Interface List: | |
Packet Mark: | | v
Connection Mark: | | -
Routing Mark: | | -
Routing Table: | | -

| v

Connection State: [ | [ | invalid established related [ |mew [ |untracke &

Connection NAT State: -

enabled

Firewall Rule <>

> General Advanced Exra Action

[ILog

Statistics

Cancel
Apply

Log Prefix: |

Disable
Commertt
FY
Remove
Counters

Resst All Courters

o
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TAREA 2
* Proteger nuestro router de Internet
* Creamos una regla que bloquee todo el trafico de INPUT desde la

interfaz br-WAN
General | Advanced Bt Acton | Staisics
— [cion R +
’ General |Mvmd BExdra  Action seSiatiat Ponly
Lo P!
o | =
Log Prefix: | |~ Disatle
Apply
Ds. Adress: | M=
=
- PY
== N
Sre. Pot:| |~
e X
Any. Port: | |+ Reset All Counters
In. Interface: br-WAN ¥ | A
Out. Interface: | | = Reset All Counters
Fiter Rules | NAT Mangle Raw Service Ports Connections Address Lists 7 Protocals In. Interface List: | | -
Out. Interface List: | | -
H# Action Chain Src. Address Dst. Address |Proto... |Src. Port  |Dst. Port  |In. Inter...|Out. Int... | In. Inter...|Out. Int... | Src. Ad... |Dst. Addreq
Packet Mark: | | -
Connection Mark: | | A
Routing Mark: | | -
Routing Table: | | -
Connection Type: | | -
Connection State: | | A
Connection NAT State: | | -
fios (b ya tu aprendes
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TAREA 3

* Proteger las LAN del router de Internet

* Creamos una regla que bloquee todo el trafico de INPUT desde la

interfaz br-WAN

HherFiuIe5|H.l\T Mangle Raw Service Ports  Co

cti ns  Address Lists  Layer7 Protocols

____|_ 00 Heset Lounters || 00 Rese
# [ [Action |Chain | Sre. Address |Dst. Address |Proto...|Src. Pot  [Dst. Port  [In. Inter...|Out. Int...
o o accept input
1 o accept forward
2 ¥ drop input
3 ¥ drop forward
i st bewan

i

Cancel
Apply

Disable:

Comment

Py

]HIH]

Reset Counters

| Reset Al Counters |

In. Interface List: | |+
Out. Interface List: | |+
Packet Mark: | |+
Connection Mark: | |+
Routing Mark: | |-
Routing Table: | |+

Sitems (1 selected)

General Advanced Extra M0ﬂ|ﬂﬂim

|_Action: i I + | Cancel

[] Log

Apply

Log Prefi: |

|~ Disable

Comment

Py

Reset Counters

fllgl3
3

Reset All Counters
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TAREA 4

* Pongamos un poquito de orden ;)
* Hacemos click con botdn derecho en la primera regla de firewall / filter y pinchamos Comment
 Comentamos esta regla como: aceptadas e invdlidas------
* Hacemos lo mismo con la regla de drop INPUT en br-WAN y la comentamos como WAN------

Firewall

Hﬂﬂfﬁmﬂﬂ‘l‘lﬂT Mangle Raw Service Ports Connections  Address Lists

|E||E| .E . . |DDH55aCuunters ||uuF{esetNICaunters |

Show Categories

1 « accept forward .

2 % drop input Detail Mode

3 # drop forward Inline Comments

WAN

4 # drop input Show Columns ]

5 ¥ drop foraard
Find Ctrl+F
Find Mext Ctrl+G

& items (1 selected) Select All Ctrl+4
Add INS Comment for Firewall Rule <=
> —

Remove DEL
Enable Ctrl+E

zjr:enl ﬁ— ya tU aprendes
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TAREA 4

* Pongamos un poquito de orden ;)
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Firewall

Hﬂﬂfﬁmﬂﬂ‘l‘lﬂT Mangle Raw Service Ports Connections  Address Lists

|E||E| .E . . |DDH55aCuunters ||uuF{esetNICaunters |

Show Categories

1 « accept forward .

2 % drop input Detail Mode

3 # drop forward Inline Comments

WAN

4 # drop input Show Columns ]

5 ¥ drop foraard
Find Ctrl+F
Find Mext Ctrl+G

& items (1 selected) Select All Ctrl+4
Add INS Comment for Firewall Rule <=
> —

Remove DEL
Enable Ctrl+E
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CONCLUSIONES

* Si estabas accediendo a R1 por una interfaz conectada por el br-WAN
antes de anadir estas reglas seguiras conectado, preguntate por qué.

e Reinicia R1 y comprueba si puedes conectarte por br-WAN. Recuerda
que puedes conectar por IP y po MAC (solo podrds conectarte por MAC)

HHEFRU|ES|NPLT Mangle Raw Service Ports Connections  Address Lists  Layer? Protocols

EE .E al . |00 Reset Counters HDDHESE(NICQ rters | Frd @ %]
. - . al 3

0
0
0
¥ drop input br-WAN 430.2 KiB 5403
# drop forward br-WAN 0B 0

6 tems (1 selected)
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TAREA 5

* Recuerda que en el tema 5 ya habiamos configurado un masquerade en br-WAN:
» (asi que ya tenemos trabajo adelantado ;)

* En P/ Firewall creamos una regla con los S =
siguiente parametros en General y Accion. . Generd

MNew NAT Rule

Advanced Extra Actic

cra:
Src. Address: - | Apply |

 Por terminal seria asi bt daess: | e |

ip firewall nat add action=masquerade chain=srcnat out-interface=br-WAN e E—
L

AyPot:[ ]
In. Interface:
Out. Inteface: [] [orWAN |3

N
T —

PacketMark:| |
Connection Mark: I:l
Routing Mark: I:l
Routing Table: |:|

e:b”l;‘*"”"”“"*:' ya tu aprendes

Fitter Rules N-"iT|Illinje Raw Service Pots  Connections  Address Lists ~ Layer7 Protocols

e

#l |Action |Chair1

P4 4 4 4 A
H
@

| = | 1

|Src. Address |Dst. Address |Proto... [Src. Port  [Dst. Port I, Inter..|Out. Int... [Bytes | Packets|+

4

4 4 4 A
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TAREA 6

Vamos a retomar la confi de R2 que habiamos hecho en |a tarea 2 del Lab5
Utilizaremos este esquema para interconectar los routers y el PC

Internet

—

192.168.x.x/24

R2

192.168.101.0/24 @

Asegurate de fijar la IP que el servidor DHCP de R1 le ha ofrecido a
R2 en DHCP-Server/Leases y que haces PING de R1 a R2:

ya tu aprendes
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TAREA 7

* Vamos a hacer una regla NAT para acceder a R2 desde |a red del router de internet:
* utilizaremos el puerto de escucha 8292 en R1. Preguntate por qué

v
{
z
i
3
%

K

Cancel
Mew NAT Rule [ Log Apply
> General | Advanced Extra  Action ’T‘ Log Prefix: | |~ Disable
Caned! To Addresses: [192.168.101 254 |al|  Comment |
= Torrs 5 -
Protocol: [ | |6 tcp) |#] __Comment __Fieset Counters
. Fort: | [¥
o
Dst. Port: [ | [8292 | &
Interface: | [~ Reset All Courters
Fiter Rules  NAT | Mangle Raw  ServicePorts Connections Addre's Lists Layer7 Protocols In. Interface List: | |~
— |7 | [n Becet Cotar || nn Bacst A1l Court s | D‘-ﬂ-"‘fEfrEUEUﬁfl |V
# | [Action [Chain |Src. Address |Dst. Address |Protocol [Src. Pot  |Dst. Pot  |[In. Inter...[Out. Int... In. Inter...|Out. Int... [Sre. Ad... | D} Packet Mark: | |+
0 =l mas.. scnat br-WAN Connection Mark: | |~
Routing Mark: | |+
Routing Table: | | -
Connection Type: | | hd
1item |er‘|ab|ed m
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TAREA 8

* Si has intentado acceder a R2 desde la red del router de internet habras comprobado
qgue no funciona.

* Recuerda que habiamos creado una ruta que “Dropeaba” todas las conexiones new.
En FORWARD.

* Podemos crear una regla que permita FORWARD al puerto 8292 desde br-WAN o
podemos modificar la regla de drop FORWARD que ya teniamos. (o una o la otra).

ya tu aprendes
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TAREA 8

Ppply
* Crear una nueva regla de firewall
, Protocol: [ |6 fcp) A Comment
* Recuerda que la tendrds que poner e X
r'{4 V4 r'{4 V4 P:: -
antes” de la regla que “dropea” el e Ir
tl’dfiCO Out. Interface: | ™% | Reset Al Counters |
In. Interface List: | | -
Out. Interface List: | |-
Packet Mark: | | =
Connection Marl: | | hd
Routing Mark: | |-

HHEI'HMES‘NHT Mangle Raw Service Pots  Connections  Address Lists  Layer7 Protocols

New Firewall Rule

[JLog

General Advanced Extra Action |3iiidica

ocent K

Apply

Log Prefix: |

| -

EE E | 00 Reset Courters | 00 Reset All Courters | Fod | fal =]
# | [Action |Chain | Src. Address |Dst. Address |Proto...|Src. Port  [Dst. Pott  [In. Inter...|Out. Int... [In. Inter...|Out. Int.. [Src. Ad... [ Dst. Address .. [Bytes  |Packets | [+
. aceptadas e invalidas
0 o accept input 0B 0
1 of accept forward 0B 0
2 ¥ drop input 0B 0
0 i
i WAN
4 drop inpLt br-WAN 12122KB 16181
sl forward e BeR) 8282 BEWAN e OB 0
[ ¥ drop forward br-WAN 0B 0
7 tems (1 selected)

Disable
Comment
Copy
Remave
Reset Counters

e

Reset All Counters
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TAREA 8

 Podemos modificar |la regla de “dropear” las conexiones

Firewall Rule <=

General |Mumoed Edra  Action Statistics

nuevas en FORWARD de br-WAN — | T

. ~ . . . : DBable
* Sianadimos en Conection NAT State la inversa de dstnat que estamos e I~
haciendo???, Le decimos que la condicion es la siguiente: D P | -
: — o
* Para todas las conexiones nuevas de la cadena FORWARD que N B ==
entren por la interfaz br-WAN y que no cumplan con una reqla e -
que exista en dstnat, las “dropeas” Pkt k| ~
Connection Mark: | |+
Routing Mark: | | =
Routing Table: | | =
Filter Rules |N.qT Mangle Raw Service Ports  Connections = Address Lists | Layer7 Protocols Connection Type: | |

#|=] ]2 |00 Reset Counters || 00 Reset Al Counters |

Connection State: [ | [ |invalid [ ] established [ | related new [ | untracke: &

# | |Action [Chain  |Src.Address  |Dst. Adcress [Proto...|Src. Pot  |Dst. Pot |In. Inter...Out. Intf{ Connection NAT State: (£ | | sronat vl dstnat || -

. aceptadas e invalidas
0 o accept input
1 o accept forward
2 K drop input
3 9 drop forward
i WAN
4 ¥ drop input br-WAN

(s foward 0 beWAN

6 items (1 selected) enabled
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CONCLUSIONES

e Si configuramos una nueva regla para permitir el trafico del puerto 8292, solo afectara a

ese trafico en concreto

* Si modificamos la regla de FORWARD afectara a TODAS las reglas de dstnat que hagamos

en firewall/NAT

Firewall

Fitter F‘-U|ES|HA.T Mangle FRaw Service Ports  Connections  Address Lists = Layer? Protocols

=] % 00 Reset Counters || 00 Reset All Courters | [Fina  |[@ [%]
# | |Action Chain 'Src. Address |Dst. Address |Proto... |Src. Pot  |Dst. Port | In. Inter...|Out. Int... |In. Inter...|Out. Int... |Connection State  |Connection NAT ... |Src. Ad...|Dst. Address .. |Bytes ~ |Packets | -
. aceptadas e invalidas
0 o accept input established related 0B 0
1 o accept forward established related 0B 0
2 & drop input invalid 0B 0
3 & drop forward invalid 0B 0

o WAN

Gitems (1 selected)
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